NIRA Capability Statement

Company Data

NTRTY, LLC (DBA NTRA Consulting) www.ntraco.com

SBA 8(a) Woman-Owned Small Business

GSA Schedule 70 Contract Number: 47QTCA19D0079

SIN 132-45A - Penetration Testing

SIN 132-45D - Risk and Vulnerability Assessment

DUNS Number: 079946692 + CAGE Code: 7GK74 « NAICS Code: 541519 (Primary)
Contact: Natasha A. Sidhu « nsidhu@ntraco.com « 202.997.3608

Expertise @

Vulnerability Assessment & Penetration Test Information and Risk Management
« External and Internal Perspectives + Risk Assessments
+ Network (wired and wireless) + Risk Management Transitions
« Industrial Controls Systems (ICS) Security + Security Program Development &
- Server, Mainframe, Database Security Management
« Application Security * Training
+ Endpoint Security o Security Awareness
- Social Engineering > Secure Application Development
« Phishing > Energy Smart Grid Security

» Physical and Environmental Security

IT/IS Policy and Process Development Information Assurance

. IT/IS Strategic Planning « FIAR, FISMA, FISCAM, DIACAP, FedRAMP, and

« System Security Plans other related Assessments (NIST SP 800-53a)

- Continuity of Operations Plans (COOP), » Accounting Conformance (Blue Book)
Business Continuity Plans (BCP) and Disaster - Office of Management and Budget (OMB)
Recovery Plans (DRP) Circular A-123 Assessments

- System Development Life Cycle (SDLC) + Health Insurance Portability and

- Configuration Management Accountability Compliance

- Security Test & Evaluations, Assessments & » Payment Card Industry (PCI) DSS
Authorizations Compliance

« Incident Response Policies  Security, Compliance & Privacy Subject

Matter Expertise

+ Audit & Monitorin
. - Disaster Recovery/Contingency Planning

Past Performance

Department of Energy United States Trade Fannie Mae Federal Trade

and Development Agency Commission

Department of Ginnie Mae

Homeland Security Centers for [VIedicare US Forest Service Trans!oortation
and Medicaid Security

Services US Air Force Administration

Department of Justice
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Y Assessment&
H%® T  Penetration Test

« External and Internal Perspectives

« Network (wired and wireless)

- Industrial Controls Systems (ICS) Security
« Server, Mainframe, Database Security

« Application Security

« Endpoint Security

+ Social Engineering

+ Phishing

« Physical and Environmental Security

IT/IS Policy
A and Process
d 4o Development

- IT/IS Strategic Planning
+ System Security Plans

- Continuity of Operations Plans (COOP),
Business Continuity Plans (BCP) and
Disaster Recovery Plans (DRP)

. System Development Life Cycle (SDLC)
+ Configuration Management

+ Security Test & Evaluations, Assessments &

Authorizations
+ Incident Response Policies
+ Audit & Monitoring

Past Performance

Department of Energy

Department of
Homeland Security

Department of Justice

United States Trade and
Development Agency

www.ntraco.com

= Information and
Y Jo= Risk Management

+ Risk Assessments
+ Risk Management Transitions

+ Security Program Development &
Management

« Training
> Security Awareness
> Secure Application Development
o Energy Smart Grid Security

Information
Assurance

* FIAR, FISMA, FISCAM, DIACAP, FedRAMP, and
other related Assessments (NIST SP 800~
530)

- Accounting Conformance (Blue Book)

- Office of Management and Budget (OMB)
Circular A-123 Assessments

+ Health Insurance Portability and
Accountability Compliance

+ Payment Card Industry (PCI) DSS
Compliance

+ Security, Compliance & Privacy Subject
Matter Expertise

- Disaster Recovery/Contingency Planning

Centers for Medicare US Air Force

gnd Medicaid Federal Trade
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Fannie Mae
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